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Nowadays, the integrated circuit industry is developing rapidly, and the problems of the reliability of integrated
circuit products have become increasingly apparent. In order to make integrated circuit products better put into
use, the most important thing is to improve the reliability of the product. This article briefly introduces the related
concepts of reliability and the methods of reliability. Among them, the reliability method roughly introduces
failure analysis methods, reliability modeling methods, and reliability test and assessment methods. As the basic
components of various types of electronic equipment, only by improving the reliability of integrated circuits can
we further ensure the normal operation of various types of electronic equipment. Therefore, it is very important to
improve the reliability of integrated circuits.
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1. Reliability

1.1 Background significance

As a national strategic emerging industry, the integrated circuit
industry has been widely used in various major fields, especially as
the basis of social informatization, and its role in information
security cannot be ignored. Especially the current development of
the integrated circuit industry is in a critical period. The country
attaches great importance to the development of the integrated
circuit industry and has issued a series of policies, which shows the
important position of the integrated circuit industry.

As a kind of product widely used in various electronic equipment,
the service life of integrated circuit is very important for all kinds of
electronic products. As the basic components of various types of
electronic equipment, the normal operation of various types of
electronic equipment can be further ensured only by increasing the
service life of integrated circuits. And if you want to improve the
service life of integrated circuits, you need to study the reliability of
integrated circuits. Only by ensuring their reliability can the safety
and practicability of electronic products be guaranteed.

Nowadays, the research on the reliability of integrated circuits is
more important and urgent. This is because in recent decades,
integrated circuit technology is in a stage of rapid development. At
the same time, its performance and integration are improving.
Therefore, the introduction of new materials and processes is
essential. But in the future, there will be new failure mechanisms for
integrated circuits, which will bring people's concerns about the
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reliability of such new products. This shows that the research on the
reliability of integrated circuits is of great significance.

Next, briefly introduce a few contents in the research of
integrated circuit reliability. Of course, this is not the whole content,
but only a few of them. First, it is the design stage of integrated
circuit products. In the product design stage, reliability modeling,
reliability allocation and reliability prediction are relatively
important parts. Let's talk about reliability modeling first, in fact,
the so-called modeling is also the same as most product designs, but
also requirements analysis. After fully understanding the
requirements, an early failure analysis can be performed on the
product through various factors such as the material of the product
and the use environment. There are many failure analysis methods,
but they are roughly divided into two categories, namely, lossy
analysis and nondestructive analysis. The following six methods are
introduced here: scanning acoustic analysis inspection, X-ray
analysis inspection, and appearance inspection; package opening,
electrical technical analysis, and physical technical analysis. At this
point, after completing the requirements analysis and failure
analysis, the preliminary preparation for reliability modeling is
roughly completed. The next step is to choose a modeling method.
Common modeling methods include RBD model, FTA model, GO
methodology, Markov model, and then use the appropriate
modeling method to combine the results obtained from the
requirements analysis and failure analysis to obtain the desired
model. The next step is to complete the reliability allocation and
reliability prediction. The next thing to talk about is the
manufacturing stage of integrated circuit products, during which a
corresponding reliability analysis will be carried out. Some products
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need to be packaged and tested after the manufacturing is completed.
At this stage, some reliability tests and evaluations are also required.

Among them, the life tests and environmental tests are more
important. Reliability testing and assessment can be said to be the
top priority in the entire integrated circuit industry chain. This step
can fully guarantee the quality of the product, and further improve
the reliability of the product based on the test results. And in this
series of tests, the most important is the life test. Because no matter
what type of product, the ultimate goal is to put it into use. Since it
is actually used, it will involve the life span, and the life of the
product is affected by many factors, so it is essential to carry out a
life test on the product before putting it into use. By conducting
corresponding tests and evaluations at different stages, different
effects can be exerted, but they are all for further guarantee of
product reliability. The purpose of reliability analysis at different
stages is often different. For example, some reliability analysis is to
optimize the reliability model, and some reliability analysis is
conducted for the process or quality of the product. All in all, the
reliability research of integrated circuits is actually a very wide
range, not only exists in a certain stage, so in the process of
integrated circuit products from scratch, reliability analysis is very
important.

1.2 Related concepts of reliability

Just mentioned that for integrated circuit products, the reliability
of the product directly affects the actual use of the product, so
before discussing the reliability of integrated circuits, it is natural to
understand some related concepts of reliability. First, what is
integrated circuit reliability? In fact, the reliability of integrated
circuits refers to how high the product's ability to function properly
in actual use. As a qualified integrated circuit product, it needs to
work normally within the required working time, so that it can be
said that this product has a certain reliability. For a product, the
higher the reliability, the better[1].

Although reliability seems to be just saying "reliable"”, reliability
is not defined casually, it also has its own requirements. Generally
speaking, the designed product must first ensure that its service life
meets the requirements, followed by the ability to troubleshoot
when the product fails, and finally the designer must fully consider
the needs of the user, and the actual environment of the product
should be considered when designing the product. For the user, the
operation method should be as simple as possible. Therefore, when
designing a product, the designer must fully consider these three
aspects to ensure that the designed product has sufficient reliability.
But reliability is not only affected by the designer, to a certain
extent, the product is also affected by the user. For example, factors
such as whether the user's operation is reasonable and whether the
environment used meets the requirements will have a certain impact
on the reliability of the product. So in fact, in the process of a
product from scratch, designers and manufacturers can only
guarantee part of the reliability of the product, but nevertheless,
improving the reliability of this part of the product is also the most
important thing for designers and manufacturers.

In addition to this, reliability analysis does not only exist in a
certain stage of the entire integrated circuit production process.
Improving product design by studying reliability is only one of the
functions of reliability analysis. In addition to the product design

stage, reliability research is also required many times in other stages.

For example, one of the functions of reliability analysis at the
design stage is to optimize the reliability of the product design at

this stage, and reliability analysis will be performed at other stages.
However, the reliability analysis performed at other stages may not
be for the initial design of the product, and the reliability analysis at
this time may have other purposes. Therefore, in general, reliability
analysis is a very wide-ranging study, and the role played by
reliability analysis is different in different stages of the research.

In the study of reliability, a series of reliability tests will be
involved. Just mentioned that in different stages of product
reliability research, the purpose of reliability analysis is different.
Therefore, based on different purposes, the reliability test conducted
is also different, and then based on the experimental results of the
reliability test and then targeted analysis and research. In other
words, the choice of reliability test method is sometimes determined
according to the purpose of reliability analysis.

The above are some concepts that may be involved in reliability
research. Next, we will briefly introduce some techniques and
methods that may be used in reliability research.

2. Reliability method

2.1 Failure analysis method

The so-called failure analysis is to test the sample, obtain the test
results through certain technical means, and use the results to
determine what caused the product failure, and then make up for the
defects and improve the product. Generally speaking, integrated
circuit failure analysis methods are roughly divided into lossy
analysis and nondestructive analysis. As the name implies, the
so-called lossy analysis refers to the damage to the test sample
during the analysis process, and the nondestructive analysis refers to
the analysis method that causes less damage to the test sample than
the lossy analysis. The degree of sample damage is often by
nondestructive analysis with less damage.

Lossy analysis methods for integrated circuit products include
package opening of integrated circuits, electrical technical analysis
and physical technical analysis[2]. Package opening refers to
unpacking the product that has been packaged. In this process, it can
only be guaranteed to not cause damage to the sample, but it cannot
be completely guaranteed. Therefore, this method of opening the
package is a kind of lossy analysis. The electrical technical analysis
uses some specific technical methods to determine the cause of the
failure of the test sample. Only after the problem is identified can
the targeted failure analysis be performed. Finally, the physical
technical analysis in the lossy analysis, as the name implies, is to
use physical technology to analyze, and further determine the cause
of sample failure based on the test results.

There are three main methods of nondestructive analysis: the first
method is the appearance inspection of integrated circuits; the
second method is X-ray analysis inspection; the third method is
scanning acoustic analysis inspection[3]. First of all, the appearance
inspection of the integrated circuit is actually the simplest analysis
method, which is to let the inspector observe the sample with his
own eyes and judge whether the sample has obvious damage from
the appearance. The X-ray analysis and inspection refers to the
application of X-ray irradiation, and according to the X-ray
irradiation results to determine whether there are problems such as
failure in the line. Finally, the scanning acoustic inspection mainly
uses ultrasonic waves to inspect the test sample to determine
whether there are problems such as failure inside the test sample.

Failure analysis is also an important part of reliability analysis.
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Sometimes, when we know the cause of product failure, we can be
more targeted when you perform reliability analysis. Nowadays, as
people pay more and more attention to the reliability of integrated
circuits, the causes of failure of some products have been
discovered, but more causes of failure still require analysts to
continue in-depth research and experiments to discover. There are
still many failure analysis technologies in practical applications. For
different products and different application environments, the most
suitable failure analysis technology method is selected and
appropriately optimized, so that the product can be analyzed more
accurately. Lay the foundation for further improving product
reliability.

2.2 Reliability modeling method: GO methodology

In system-level reliability research, there are several more
common modeling methods. GO methodology is one of them, and it
is also a method often used.

Before studying the GO methodology, we must first understand
its basic principles. The most important thing in the GO
methodology is the drawing of the GO diagram, the accurate
drawing of the GO diagram can help the analyst to perform the
reliability calculation to a certain extent. In the GO diagram, the GO
model and operation code are mainly involved. The so-called GO
diagram represents the logical relationship between the model's
operation code, most of the time, the actual system unit and
operation code are almost one-to-one correspondence[4]. The maps
obtained in this way are clear and intuitive, which makes it easy to
have a clear grasp of different parts when performing reliability
analysis.

The GO methodology is a commonly used reliability modeling
method. Generally speaking, in the application of this method, the
drawing of the GO diagram is very important. In addition, careful
calculation is also essential. Based on the study of the GO
methodology, someone once improved it, and proposed an
improved calculation method compared to the ordinary GO
methodology. Formulas (1) and (2) are some of the formulas
involved in the improved method, and they represent the state
cumulative probability of the input signal and the output signal,
among them, Ps(i) and Pg(i) represent the state probability of the
input and output signals of the operator, i represents the state value
of the signal flow, and A(i) represents the sum of the probabilities
of all states whose signal flow state value is 0 to i [5]:

As() =XjoPs(), i=0,,N-1, As(N)=1 (1)
Ar@) =TisgPe(D. i =0, ,N—1, Ag(N) =1 (2)

From this, the state probability of the output signal can be
obtained, and then the probability of the successful state and the
fault state is compared and analyzed, thereby further optimizing the
model. Here are just some of the formulas involved in this method.
If you need to get detailed analysis results, you need to combine
different types of calculation formulas for further calculation and
analysis.

The reason why GO methodology can become one of the more
common modeling methods has a lot to do with the clear and
intuitive GO diagram. Because the GO diagram can more intuitively
reflect the logical relationship between the various components in
the actual project, it is also convenient for the analyst to perform the
reliability analysis and quantitative calculation of the system, which
is also the advantage of the GO methodology. But at the same time,
there are some factors that limit the development of the GO

methodology, and these factors are also derived from the GO
diagram. This is because in order to reflect the logical relationship
in the actual project when drawing the GO diagram, a series of
operators are involved, but some of these operators are more
complicated, which adds a certain degree of difficulty to the
drawing of the GO diagram. Therefore, this method requires
analysts to be proficient in the use of operators. And it is
conceivable that when the system is more complicated, the GO
diagram that need to be drawn will be more complicated, and the
too complicated GO diagram may not accurately reflect the actual
engineering situation. This is also the flaw of GO methodology.
These factors have restricted the use and development of GO
methodology to some extent.

2.3 Reliability modeling method: GO-FLOW methodology

The GO-FLOW methodology is actually an improvement to the
GO methodology. Although its basic concepts and algorithms are
different from the GO methodology, it is also a success-oriented
method that can quantitatively calculate system reliability
performance[6]. Some uses of the GO-FLOW methodology are
similar to the GO methodology. There are specific operators in the
GO methodology, and there are also corresponding operators in the
GO-FLOW methodology. The GO-FLOW methodology can be
better understood by understanding the GO methodology. Same as
the GO analysis method, the GO-FLOW methodology is also
success-oriented. And it uses the method of graphic deduction to
map the functions of the components in the system to the model
diagram by operators, and then calculate the probability of various
states in the system[7].

As an improved method of GO methodology, GO-FLOW
methodology may have certain advantages when dealing with and
analyzing problems. For example, when dealing with the problem of
common cause failure in the system, several calculation formulas
may be involved. It may be easier to perform calculation and
analysis through the calculation formulas. Equations (3), (4) and (5)
are formulas that may be applied when dealing with such problems,
where the independent failures of A and B are represented by A4;
and B;, the common cause failure is represented by C,p, and
P[T(A;, B;)] represents the probability of system failure caused by
independent failure[8]:

A=A; +Cyp 3
B=B;+(yp 4
P[T(A,B)] = P[T(A;, B)] + P[Cyp] - {P[T(1,1)] = P[T(0,0)]} (5)

According to the above expression, combined with the specific
analysis of the actual problem, we can analyze how much the
common cause failure problem in the system has on the system
reliability, and then eliminate the fault in a targeted manner. The
above expression is mainly involved in dealing with the problem of
common cause failure, but when analyzing different system
problems, the system needs to be analyzed to choose the appropriate
method.

As an improved version of the GO methodology, the GO-FLOW
methodology is more suitable for more complex systems. Compared
with the GO methodology, the operators in the GO-FLOW
methodology have increased, and the functions that can be
implemented are more comprehensive. Compared with the GO
analysis methodology, the GO-FLOW methodology seems to be
more applicable when faced with more complex systems, such as
the reliability analysis of the above-mentioned systems with
common cause failures. More intuitive and wide application are the
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obvious advantages of GO-FLOW methodology. Comparatively
speaking, GO-FLOW methodology is a new reliability analysis
method. With the continuous improvement of this method, its
application range is becoming more and more extensive. However,
this method has more operators and is generally used to analyze
more complex systems, so it is still necessary for analysts to have a
good foundation to avoid errors when analyzing complex systems.
In particular, analysts need to have a good grasp of the complex
operators involved in the GO-FLOW methodology, so that it is
possible to reduce errors as much as possible during analysis and
preparation and make the analysis results more accurate.

2.4 Reliability modeling method: Fault tree analysis

Fault tree analysis (FTA) is a common fault analysis method and
one of the earlier reliability analysis methods. It is often used to
improve system reliability.

The basic principle is as follows[9]: First establish the top event
and the bottom event, and then use the logic gate to connect, we can
get an inverted tree diagram, and then through this tree diagram can
be analyzed layer by layer, and finally determine the cause of the
underlying fault. Therefore, the tree diagram can clearly show the
logical relationship between the faults existing in the system, and it
is also very beneficial for the analysis of the causes of the faults
later.

The above is the basic idea of the fault tree method. It can be seen
that the overall idea is very clear when using the fault tree method
for reliability analysis. Next, two formulas are introduced, which
can be regarded as a mathematical description of the fault tree.
Formulas (6) and (7) are the structure functions of AND gate and
OR gate, respectively, where x; represents the state variable of the
bottom event i, @ represents the state variable of the top event,
and X(xq,X,,--+,X,) IS the base event state vector, n is the
number of base events[10]:

(%) = Ny = [Tk x =120 ()

o(X) =UL;x; =1-IL,(1-x) i=(12-,n) (7)

When analyzing some simple systems, according to the above
assumptions and formulas, the state variables of the top event can
be obtained, and the faults that may exist in the system can be
analyzed based on the fault tree, so as to further analyze the causes
of the faults and improve them.

With the development of integrated circuits, the degree of
integration has become higher and higher, thereby increasing the
user's requirements for the reliability of integrated circuits. The
so-called improvement of integrated circuit reliability is to reduce
the possibility of failure of integrated circuit products in actual work,
and FTA is a relatively intuitive method to solve such problems. It
can be seen that intuition is a very important feature of FTA.
Through the analysis of the tree diagram, the analyst can clearly
understand the logical relationship between the various components.
And it is precisely because of the hierarchical characteristics of the
tree diagram that when analyzing the cause of the failure, the
analyst can further analyze the possible causes of the failure along
the shape of the tree diagram. From this point of view, the fault tree
analysis method is not only intuitive but also has a wide range of
fault types. At the same time, the difficulty of FTA is to construct
the fault tree. When constructing a fault tree, it is important to
determine the top and bottom events, and to determine the logical
relationship between the levels also requires the analyst to have a
good logical thinking ability. In addition, in the analysis of complex

systems, even if a fault tree is successfully constructed, it may be
because the tree diagram is too large and complicated, which makes
this method unsuitable. These problems have limited the
development of FTA to some extent.

2.5 Reliability modeling method: Markov model

The Markov model is a more common statistical model. If we
want to understand this model method, the first thing we need to
understand is the Markov process. In this process, the change at
time t depends only on the state value at the same time ¢, and has
nothing to do with the state of the previous time[11]. It can be seen
from its nature that when using Markov model for reliability
analysis, the main research is the state of the system at a certain
moment.

If we want to use the Markov process model method to analyze
the reliability of the system, we need to have a deeper
understanding of the Markov process. In order to better understand
the Markov process, here, we can deepen its learning through
mathematical description. When a random process satisfies the
formula (8), the process is called a continuous-time Markov process
on the discrete state space E, where p;;(t) and P(t) = [p;;(0)]
in the formula (9) represent transition probability function and
transition probability matrix, respectively, So the transfer
probability is only related to the time difference [12,13]:

P{X(tn) = inlX(t1) = iy, o0, X(tn-1) = ln-1}
= P{X(tn) = in]X(tn-1) = in-1} 8
PX(t+uw) =jlXw) =} =p;(O)i,j€E (9

Through the above mathematical description, we can know that
in fact, the most important point of using the Markov process model
method is the need for probability calculation, and its function is
also played out on the basis of probability analysis and calculation.
The above formula is just to let everyone better understand the
Markov process. When performing actual analysis, it is necessary to
combine different conditions to define the state differently.

From the above Markov process definition, it can be known that
when the state of a certain moment in this process is researched and
analyzed, the development after that moment has nothing to do with
its previous state. That is to say, using the no aftereffect of the
Markov process, the state of development of the event can be
obtained by analyzing the current state of the event. Therefore, it
can also be said that a very important role of the Markov model is
prediction, which is also the advantage of the Markov model
method. However, if you want to make a better prediction of the
state at a later time, you need to have a good understanding of the
changes between the states at different times in the research process.
Therefore, analysts need to grasp the various probabilities of state
changes, which requires analysts to have a good mathematical
theoretical foundation, which also adds a certain degree of difficulty
to the reliability analysis using the Markov model. Although these
problems limit the development of Markov model method to a
certain extent, the predictive function of this method is still very
popular.

2.6 Reliability modeling method: RBD model

The RBD model is the reliability block diagram model, which
shows the logical relationship between the various unit factors that
cause the system to fail by means of a block diagram, and the
system failure at this time may be caused by a failure of one unit, or
it may be caused by a common failure of multiple units. The role of
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the RBD model is to find the logical relationship between various
factors that cause the system to fail. The so-called RBD model
modeling is to represent each element or subsystem in the system in
the form of a block diagram to express the internal logical
relationship of the system, and it is divided into two types: series
and parallel[14]. The so-called series model refers to the failure of
one unit in the system to cause a failure of the entire system, and
parallel model refers to the failure of all units in the system to cause
the entire system to fail.

It can be seen that the advantages of the RBD model are simple
and intuitive, easy to understand, and relatively simple to draw. But
its shortcoming is that when faced with a complex system,
especially when there are many and complicated reasons that cause
the system to fail, it cannot be described in a block diagram.
Different reliability modeling and analysis methods have
corresponding characteristics, and the problems addressed are often
different. Therefore, when choosing a modeling method, we must
choose a suitable modeling method according to the characteristics
of the system to be studied and according to actual needs[15]. Of
course, if we want to choose the right method accurately, we must
learn more about the basic concepts and applicable conditions of
these methods.

2.7 Reliability test and assessment method: Environmental test

Reliability test refers to carrying out a series of tests on the
product to check the existing faults, so as to infer the reliability of
the product, and use it to optimize the next step. At the same time,
there are many types of reliability tests. Generally, various types of
tests such as environmental tests, screening tests, qualification tests,
life tests, and field use tests may be involved in reliability analysis.
The more important ones are environmental tests and life tests.
Because no matter what type of product we need to let users know
its life span, and different products may have their own different use
environment. Therefore, from the practical point of view, these two
tests will be carried out frequently, and both are more important.
Next, let's understand the environmental test.

The so-called environmental test is to consider the problems that
will occur in the actual use of the product in the future, so as to
simulate the actual use environment of the product. Experiments in
this simulated environment can improve problems by exposing
possible problems in a short period of time. In the actual use
environment of the product, temperature, humidity, vibration, and
shock are very common influencing factors. Therefore, let the
product test in these environments in advance, and then improve the
product with a large amount of test data, so as to provide more
reliable guarantee for future actual use[16]. When conducting
environmental tests, it is necessary to simulate the environment in
which the product is actually used in the future, but after all, it is
simulation. Sometimes there may be no way to make the test
environment consistent with the actual environment. Therefore,
when conducting environmental tests, specific analysis can be
carried out according to specific research problems, so as to find a
suitable test condition and method to conduct the test, so as to
achieve the purpose of the experiment. In particular, there are many
influencing factors involved in environmental testing, so before
conducting the experiment, it is necessary to know the purpose of
the experiment, so as to reduce the difficulty of the test as much as
possible.

2.8 Reliability test and assessment method: Life test

In addition to the use of environmental tests to simulate the actual
use environment for testing, the life test also provides assistance for
reliability analysis. Life test is a kind of test that is often used in
reliability test, and its importance can be seen. As the name suggests,
the life test is to test the life of the test product. Since any kind of
product needs to have a service life, the life test is one of the tests
that are frequently carried out.

After many tests and studies on the service life of the product,
traditional life test methods have also been produced. But life test
nowadays generally does not use the traditional life test method.
Because the traditional life test method has a long test cycle and is
expensive, which has greatly affected the development cycle of
highly reliable integrated circuits[17]. Therefore, general
researchers will use more advanced test methods. The main purpose
of the life test is to test the service life of the product, so that the
user can know how long the product can be used. Although the life
test is only one of many reliability tests, this test is often more
important, and the life span of the product can be known through
the life test, which provides corresponding assistance for the
implementation of subsequent stages.

It can be seen that whether it is the environmental test, the life
test, or other reliability tests, they have their corresponding
experimental purposes, which are to provide corresponding
assistance for further analysis of product reliability. However, due to
the wide variety of reliability tests, all reliability tests may not be
involved in actual operation, so specific analysis should be made on
specific issues, and the required reliability tests should be selected
for test analysis according to their corresponding influencing factors
and experimental purposes .

3. Summary

The above is a brief overview of integrated circuit reliability
concepts, failure analysis methods, and common modeling methods.
After a simple understanding of reliability, the understanding of
integrated circuit reliability was deepened. It is found that with the
development of integrated circuits, reliability technology is
constantly innovating. The purpose of innovation is to meet the
needs of products. Therefore, when conducting reliability research,
pay more attention to the application requirements of the latest
products. And reliability analysis is a very wide range of research,
not only for a certain stage in the product production process, but
permeated in multiple stages. And when analyzing the actual
problems, some of the knowledge content involved is also very
extensive. For example, when performing different failure analysis
on different products, the knowledge that may need to be mastered
is different. Therefore, when faced with such a wide range of
research, we must first determine the purpose of reliability research,
and then know which stage of reliability the problem to be studied
belongs to. Only in this way can we conduct targeted research.
Therefore, the research on the reliability of integrated circuits is a
multidisciplinary discipline, especially in the two stages of failure
mechanism research and reliability test. There are many methods
that need to be applied. For specific methods, detailed
understanding and analysis of actual use conditions are also
required.
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